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The Allure of NFV & Virtualization 
Telecom operators have long struggled to control operational costs and increase 

the speed of service delivery. Incremental networking technology improvements, 

cost reductions via managed operations, network sharing and marginal service de-

livery improvements have not led to dramatic cost savings or improved time to ser-

vice launches. Service providers now think the more radical approaches proposed 

by network functions virtualization (NFV) and software-defined networking (SDN) 

may take them further toward these goals. 

NFV and SDN are hot buzzwords because they promise new, more flexible business 

models, higher revenue, greater network efficiency and control, and lower capex 

and opex. By decoupling the network functions from the hardware layer and ena-

bling those virtualized network functions to run on commodity hardware that can 

be managed as a pool of resources, these network functions will then be fully de-

fined by software, which will allow programmability of the network and minimize 

their dependence on expensive, proprietary hardware. Those are promising tech-

nologies that could transform the cost profile and flexibility of IP networks. 

Though the market tends to talk about NFV and SDN in the same breath, they are 

distinct and different. Our research shows some operators are embarking on both 

NFV and SDN simultaneously – some starting with NFV deployments, some starting 

with SDN. There is a clear inclination for operators to start with NFV rather than SDN, 

as it directly delivers service innovation, time-to-market improvement and capex 

reduction for operators in the short term. NFV turns network functions themselves 

into digital services with revenue-earning potential. So what initially began as a cost-

saving initiative is slowly turning into a time-to-market and service innovation exercise. 

Figure 1 illustrates the different paths that operators are taking in the context of NFV 

and SDN. 

Figure 1: What Are Your Company's Plans for Migrating to NFV & SDN? 

Source: Heavy Reading 
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Let's consider NFV and SDN and discuss some of the points of congruence between 

NFV and SDN. 

 

Distinct characteristics of network functions virtualization (NFV) are listed below: 

 

 Software/hardware separation 

 Delivers network functions as a software – that today run on proprietary 

hardware – leveraging (high volume) standard servers and IT virtualization 

 Common mechanisms for hardware resource management and allocation 

 Supports multi-versioning and multi-tenancy of network functions 

 Enables resource sharing and reuse by time of day, geographic location 

and application 

 Enables elasticity and dynamic scaling, and allows for implementing 1:N 

resiliency instead of 1:1 

 

Software-defined networking (SDN) has some distinct characteristics, as well, which 

are highlighted below: 

 

 Control/data plane separation (in packet networks), enabling policy-

based programmable networking 

 Forwarding based on "flows" instead of just destination addresses 

 Forwarding policies communicated in a standard way to the forwarding 

elements 

 Logically-centralized control mechanisms 

 Enables dynamicity, application-aware behavior and increased flexibility 

 Enables simpler service development that is independent of physical infra-

structure 

 

NFV is about creating virtual network functions (VNFs) and managing and orches-

trating them on a virtualized infrastructure. SDN is about creating, orchestrating and 

managing logical network topologies – virtualized connections between network 

functions and VNFs. SDN components, SDN controller functions and even SDN data 

plane functions could be examples of VNFs. In the widest sense of the term, SDN 

can be applied to networks that include physically-implemented network functions 

and/or VNFs. 

 

NFV and SDN both promise hardware vendor independence, improved operational 

efficiency, standardized and open interfaces and the dynamic chaining of network 

functions to create new services. NFV's initial focus is on the virtualization of individ-

ual network functions, while SDN's focus is on stitching together network elements in 

a "programmable" way. 

 

SDN-controlled networks with NFV also make multi-vendor implementations possible 

by providing a vendor-agnostic link between the control and data planes and cre-

ating a centralized control plane, or orchestrator, removing the single vendor lock-

in common in today's service provider networks. 

 

Figure 2 illustrates the relationship between NFV and SDN and role of end-to-end 

service assurance in an SDN-centric world. 
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In a recent Heavy Reading survey, operators cited service agility and flexibility (e.g., 

faster time to market and new services introduction), software-related opex reduction 

(e.g., licensing, version updates and training) and network scalability and elasticity as 

key factors influencing their company's NFV deployment decision (Figure 3). 

 

 

Figure 2: NFV & SDN Relationship 

 

Source: InfoVista, 2014 

Figure 3: Please Rate the Importance of the Following Factors to Your Company's NFV Deployment Decision 

 

Source: Heavy Reading 
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It is obvious from these results that operators are looking to NFV as a means to in-

crease their overall revenue streams and network flexibility, as well as to lower costs. 

The success (or failure) of NFV and SDN initiatives will depend on operators' ability 

to transition to NFV and SDN without impacting quality of experience (QoE) and 

without impacting their current revenue streams. 

 

Therefore, service assurance will play a pivotal role in the world of virtualized services 

and it must work in close alignment with real-time operations support systems (OSSs) 

and best practice business processes. It is critical to understand that operators' ex-

isting OSSs will continue to remain in operation and will not be replaced as some 

vendors want the market to believe. 

 

The main challenges for OSSs include increased agility and the need for their various 

components to seamlessly interoperate with each other. Service assurance for a 

virtualized world will depend on intelligence, tools and capabilities that allow appli-

cation monitoring, workload mobility and improve application performance in the 

context of virtualized and non-virtualized world. 
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Challenges of Assuring Network Services 
Unfortunately, most leading operators are saddled with siloed IT and organizational 

structures, which increases complexity, duplicates efforts, extends time to market 

and stunts agility and innovation. It is impossible for service providers to be customer-

centric when they are resource-focused and are fire-fighting in order to manage 

the operations of existing siloes. In order to capitalize on the market opportunity that 

NFV presents for operators, they must make some radical changes at both the IT 

infrastructure level and the organizational level. Forward-thinking operators already 

understand that the organizational level requires a change in roles and responsibil-

ities of their employees as they transition from their siloed world to a more cross-

functional service management approach in order to maximize their revenue po-

tential from NFV. Let's look at some of the key challenges associated with assuring 

network services over virtualized and dynamic networks. 

Bridging the organizational chasm: Having siloes at both organizational and systems 

levels hampers operational agility and service innovation. One aspect that is seriously 

affected is end-to-end service management. Even though NFV and SDN are ground-

breaking initiatives, nothing will change until operators focus on their siloed IT infra-

structure. Key questions that must be answered are: In a virtualized environment, 

who monitors and troubleshoots a service problem? Who owns the problem? And 

how does it impact the roles and responsibilities within an operator's organization? 

Exponential increase in VNFs will increase service dependency and complexity: The 

number of VNF instances, real and virtual Ethernet ports and customer service de-

pendencies will continue to increase at an exponential rate as NFV and SDN go main-

stream. However, with the increase in traffic load, operators will find it more challeng-

ing to measure and meet optimal service performance. Service assurance processes 

must be real time, closely aligned with service fulfilment, and operationalized from the 

inception of a service's launch in order to meet the dynamic service quality require-

ments of the virtualized world. There are many reasons for these requirements: 

 When a service is first provisioned, how does the system know what resources

to use? What are the current loads on the impacted systems and networks?

 How can changes be made to provisioned services in order to maintain a

positive customer experience?

 How can performance parameters be measured in real time and help to

provide customer-centric service experiences?

 How can VNFs be measured accurately to make sure that they can scale

properly based on defined policies?

 Is virtual machine (VM) placement meeting network security requirements?

 How does one monitor provisioned policies in real time, so that VMs are

allowed to move based on configuration policies?

 How should one measure the key parameters relevant in the virtualized

world, including measuring latency between network functions, perfor-

mance of connecting links (VNF to VNF, VNF to legacy, etc.), bandwidth,

quality of service (QoS), latency, service-level agreement (SLA) measure-

ment, intra-VNF component link measurement, SLA compliance manage-

ment and verification, measuring threshold alerts based on SLAs, etc.?

As NFV is adopted into mainstream production, VM and VNF instances will start 

growing exponentially, making the management of such instances increasingly 
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complex. The challenge for service assurance platforms will be to visualize and 

measure performance of a complex and heterogeneous architecture that is spread 

across multiple domains. 

 

Integration with existing OSS. Service lifecycle management, customer reporting, 

SLA management and related functionality will not change because of virtualiza-

tion; however, the management and orchestration of a virtualized environment will 

change. Perhaps the biggest challenge for operators embarking on a path toward 

NFV is the integration of next-gen OSS, including service assurance, with existing 

OSS. Challenges for service assurance in an SDN-based environment are providing 

an end-to-end view of services and applications, as well as adapting to any 

changes that come with SDN applications. Since SDN deployments won't work in 

isolation, service assurance solutions will have to bear the additional burden of man-

aging services and applications in the context of the end-to-end infrastructure over 

which they are provisioned while adapting to increasingly dynamic changes. This 

coexistence of end-to-end performance management within both SDN-based net-

work services and legacy network services is not a trivial task. 

 

As illustrated in Figure 4, which is based on a recent Heavy Reading survey, the 

compatibility of SDN solutions with installed base, standardization and integration of 

SDN hardware and software components are areas that operators believe are their 

biggest bottlenecks to their wide-scale implementations of SDN. 

 

 
 

Focusing on service assurance while collapsing the silos of service management are 

critical activities for service providers. In most operator environments today, there is 

a disconnect between service fulfillment and service assurance, which permeates 

all aspects of their operations, including business and operational processes, de-

partments and people supporting the fulfillment and assurance functions sepa-

rately. Virtualization blurs the lines between assurance and fulfillment functions and 

forces operators to look at service management holistically. This requires a para-

digm change in an operator's thinking and in its organizational structure – a far more 

complex requirement when compared with a standard technology deployment.  

Figure 4: What Are the Three Biggest Challenges to Wide-Scale Implementation of SDN? 

 

Source: Heavy Reading 
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Assuring Performance & Quality 
QoE will be the most critical factor in making NFV and SDN initiatives successful, 

realizing service providers' goal of a programmable network. Heavy Reading's re-

search clearly shows that operators are aware that their legacy service assurance 

systems, which were designed for managing older networks, will need to evolve in 

order to manage the virtualized network world that NFV and SDN initiatives will un-

leash. Service providers must rely on an end-to-end service assurance solution that 

will enable them to handle the scale and dynamics of VNF workloads, service de-

livery based on service chaining, multiple domains of hybrid cloud models and the 

virtual components of an SDN network. As their services become more blended and 

customers' expectations grow more demanding, expecting seamless service for 

any device, anytime, anywhere, service assurance systems will have to play a more 

central role in providing these services while also maintaining expected QoE. 

 

Gone are the days when service providers could treat service assurance as an after-

thought, rather than a key mechanism within their initial planning process. We are 

witnessing a paradigm shift in operator thinking as they evaluate IT needs for the vir-

tualized world. Forward-thinking operators understand the importance of the cus-

tomer experience and the critical need to manage services more holistically in an 

SDN- and NFV-centric world. 

 

In Figure 5, based on a recent Heavy Reading survey, we can see that service as-

surance is viewed as a critical IT component when it comes to NFV and SDN. More 

than half of operator respondents believe that assurance should be addressed prior 

to the deployment of SDN in carrier networks. 

 

 
 

This realization is bringing service assurance to the forefront as operators realize the 

importance of an underlying assurance layer that can monitor, measure, discover, 

correlate and visualize a hybrid world of virtual and non-virtual services and network 

resources. An assurance solution also must deal with the complexities of the cloud 

Figure 5: Network Management Functions That Should Be Included Prior to Deployment of SDN 

 

Source: Heavy Reading, 2014 
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(e.g., multi-tenant hierarchy), perform real-time discovery of stranded assets and 

monitor complex services in real time. 

Service assurance solutions that will help service providers make the transition to this 

virtualized world of NFV must be service-centric. These solutions need to offer service 

modeling and the ability to monitor all network elements supporting a given service. 

Most service providers' in-house solutions are monolithic and do not offer the ability 

to align their reporting with service providers' organizations and services. With these 

major organizational changes, service providers will not be able to customize ser-

vices. Rather, various teams will share a common platform that deals with the new 

challenge of monitoring NFV-based infrastructure. Service assurance solutions 

geared toward a hybrid world must be able to have continuous visibility into both the 

data plane and user plane, as well as visibility into the individual performance of 

services, networks, VNFs, applications and devices. 

In order to chart service providers' assurance journey in the context of NFV and SDN, 

InfoVista has developed a service assurance maturity model. This model is based 

on how they view service providers' transition to the use of NFV and then SDN within 

their service architecture. InfoVista has categorized the requirements to achieve 

the objectives of both NFV and SDN in five steps, as follows. 

Managing VNFs: Dynamic next-generation IP networks running VNFs might have to 

withstand unpredictable traffic levels, depending on subscriber and device usage. 

Hence, maintaining holistic end-to-end performance assurance across physical and 

virtual functions, and across multiple domains, will be a major challenge that assur-

ance platforms must tackle. Transparent service reporting independent of physical or 

virtual networking functions and normalized key performance indicators (KPIs) across 

network vendors need to be effectively handled by service assurance solutions. The 

importance of service-level reporting and SLA management will become more pro-

found as SLAs become more aligned to customer experience. NFV will need new 

internal SLAs for VNFs' availability and performance over the infrastructure (NFVI). 

Managing NFVI Fabric: Dynamic mapping between physical and virtual resources, 

plus the ability to measure the cloud infrastructure that supports VNFs, will be critical 

for operators going forward. Monitoring compute, storage and network resources 

that are supporting distributed NFVI architectures, as well as monitoring the virtual 

servers, storage and network resources supporting NFVs, will be critical for success. 

Figure 6: The Five Steps to Achieve the Objectives of NFV & SDN 

Source: InfoVista, 2014 
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Scaling VNFs: Real-time monitoring of VNF utilization and available capacity helps 

complete the feedback loop by deriving forecasting KPIs to alert operators before 

service degradation occurs. This accurate, actionable information is fed to the VNF 

manager or orchestrator to request the creation of a new VNF. It helps create a 

closed-loop approach between availability of resources, existing capacity and re-

source utilization, and helps monitor resource utilization between VNF managers 

and orchestrators. 

Enabling SDN: SDN promises automated service delivery, which demands end-to-

end network intelligence that traverses network topology, especially the IP/MPLS 

and backhaul layers. There will be more than one SDN controller in operators' envi-

ronments. Hence, end-to-end network provisioning across SDN controllers, which re-

quires end-to-end network intelligence and multi-domain intelligence across differ-

ent network layers, will require holistic service assurance. Many other operational 

challenges will also need to be tackled. 

Managing SDN Architecture: Real-time discovery and monitoring is critical in this 

context, so that changes that happen in the SDN controller(s) can be received in a 

timely fashion for alerting and troubleshooting problems. Since there will be more 

than one SDN controller in play, service assurance needs to monitor interplay and 

handoffs between different SDN controllers. Performance assurance of SDN control-

ler/controllers will also be pivotal in managing SDN architecture. 

In the VNF world, it is all about managing VMs and orchestrating them to deliver the 

expected QoS and provide relevant service instances. In that context, the process 

of service chaining becomes critical. Service chaining is a point of congruence be-

tween NFV and SDN. Service chaining is envisaged as a real-time function of the 

SDN controller and also the service orchestrator layer, which needs to chain to-

gether multiple VNFs to create a service. Figure 7 illustrates the concept of dynamic 

service chain in a virtualized world. 

Figure 7: A Dynamic Service Chain in a Virtualized World 

Source: InfoVista, 2014 
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In the context of SDN, the process of service chaining must be dynamic, real time 

and automated in nature. Service assurance processes need to be able to work in 

close alignment with service chaining to perform real-time tracking and effectively 

monitor network resources. Real-time changes to the network must be monitored 

and tracked on a per-application and per-subscriber level. When there is need for 

more bandwidth to maintain an SLA and a high QoE, assurance systems should be 

able to provide that information on a preemptive basis to fulfillment platforms so 

that additional VMs can be provisioned on the fly to take part of the load. Alterna-

tively, the initial VM can be moved to a higher-capacity server or to one that is less 

heavily loaded by other applications. This close alignment between service fulfill-

ment and assurance streamlines major resource optimization as there is no need to 

overprovision; additional server-based capacity can be added when – and only 

when – it is needed. 
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Next-Generation Service Assurance Solutions 
To succeed in a virtualized service world, operators need to invest in future-proof 

service assurance solutions that are scalable enough to deal with the explosion of 

VNFs, provide long-term return on investment, are multi-tenant and can unify across 

operator siloes to provide visualization into multiple vendor-agnostic domains. Some 

of the requirements for next-generation service assurance and performance man-

agement solutions that are ideal for a virtualized world are: 

 Multi-tenant collection and reporting

 Ability to automatically align service-level reporting with service character-

istics for monetization

 Extensible service modelling to associate resources with services, customers

 Self-service capabilities for end users to visualize data, set thresholds and

notifications

 Extensible support for physical network functions (PNFs) and VNFs

 Capacity, scale and flexibility designed for carriers

 Integrated application and network-based performance reporting

 Virtualized software platform

 Data center resource integration (server, storage)

 Inventory integration, real-time activation

 Web-based collaborative interface

 High availability design and data recovery automation

 Alignment with standards

Though most of the points above are self-explanatory, we believe some elements 

from this list need detailed explanations. These are listed below. 

End to-end service quality visualization: In the context of NFV/SDN, visualization of 

end-to-end service quality and linkage between service end points, and the service 

delivery chain are pivotal. In addition, displaying data in reports/dashboards custom-

ized to the needs of multiple stakeholders within an operator's organization is critical. 

Service assurance solutions should be able to automatically trigger decision-making 

processes to control and respond to their customer's experience. The dashboards 

should provide users with a picture of current performance and visually highlight 

anomalies and exceptions. Service assurance solutions should have the ability to 

monitor and assign thresholds to any service and application metric that can be 

viewed/reported within the solution and can then be sent via a northbound standard 

interface to a fault manager. Any other northbound systems are sent directly to the 

end user. 

Real-time topological awareness: In the complex world of network virtualization, 

network topology changes frequently. A service assurance solution must be well 

equipped to perform real-time discovery of network topology and correlate that 

with customers, services and physical and virtual resources that are key compo-

nents of service delivery in a virtualized world. Service assurance solutions must be 

vendor-agnostic and able to unify fault, performance and service management 

visualization across heterogeneous domains. 
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Real-time application visibility and assurance: In the context of NFV and SDN, ap-

plication-level performance SLAs will be a crucial part of the holistic customer ex-

perience management puzzle. Why is the application so important? Simply put, the 

application is where the customers spends all their time using the solution. The ap-

plication is also where the customers are making transactions. If the customers are 

not happy with the application experience, they will be dissatisfied. Service provid-

ers will have to keep the demands of their customers in mind when creating appli-

cation-level SLAs, making them a key differentiator. Applications in a virtualized 

world must be reliable, cost-efficient and allow scalability and flexibility while work-

ing in a multi-tenant environment. However, the application layer can be complex, 

in that it includes both applications and business logic. Additionally, these applica-

tions will run on virtualized systems and, with billions of business transactions being 

processed, it is inevitable that there will be issues/errors. Application-level SLAs must 

be defined, keeping these problems in mind, as well as considering rapidly increas-

ing customer expectations. There is absolutely no doubt that the key to fulfilling SLAs 

in NFV and SDN environments will be careful monitoring of the application layer. 

VNF and PNF performance management: Service assurance systems need to pro-

vide an integrated view of the network service that correlates all VNFs and PNFs 

that are part of network service. This forces assurance platforms to visualize and 

measure performance of complex and heterogeneous architecture that is spread 

across multiple domains. As virtualized environments become mainstream, the num-

ber of VNFs and VMs will start increasing, which will make management of large 

numbers of such instances complex. Service assurance systems must monitor a wide 

variety of collection points, issue events or execute commands when predefined 

thresholds are crossed, since different VNFs will have different monitoring needs. Ser-

vice assurance platforms will have to correlate the physical infrastructure view into 

VNF-specific virtual infrastructure views. 

Aligned with industry standards to support multi-dimensional convergence of virtu-

alized and non-virtualized services: As the virtualized service world grows increas-

ingly complex, the notion that the legacy service assurance solution will be able to 

serve operators' dynamic requirements is a myth. Rather than touting standard in-

tegration with existing OSS/business support systems (BSS), vendors ought to focus 

on openly-architected solutions underpinned by a large software support team. 

NFV and SDN are complex initiatives and will have a major impact on operators' 

service management systems. The service management specifications that have 

come out of the leading standard body in the NFV service management space is 

from the European Telecommunications Standards Institute (ETSI) and its manage-

ment and orchestration (MANO) specifications. MANO specifications around ser-

vice management is restricted in nature and seems to focus only on service man-

agement for virtualized services, which is a gross simplification of a very complex 

problem. The TM Forum has started its own initiative, called Zero-touch Orchestra-

tion, Operations and Management (ZOOM), to reshape back-office processes and 

architectures to enable virtualization. 

There is also the pressure from operators to embrace open source principles and 

realize its ability to move technology forward much faster. Traditional standardiza-

tion processes are often slow to produce standards that are often outdated soon 

after release. Presently, leading telecom operators are participating more actively 

to influence the development of OpenStack, the open source cloud software, indi-

cating greater willingness for support of open source initiatives. Open source initia-

tives are not new in the SDN space, as there is already a model for open source 

software in the SDN arena in the Linux Foundation-managed OpenDaylight project. 
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OpenDaylight succeeded in getting multiple competing vendors to contribute 

code to its open source SDN controller, even as those same vendors were often 

developing their own controllers and SDN portfolios. 

The Metro Ethernet Forum (MEF) is another key standard body that is working in the 

assurance space within the Service Operations Committee. Their vision for the next 

phase of industry growth is to enable agile and assured network connectivity ser-

vices orchestrated across internal and external network domains, between physical 

or virtual service endpoints. MEF has embraced network-as-a-service (NaaS) princi-

ples that will evolve connectivity services to better align with the dynamic and vir-

tualized nature of cloud-centric services and applications. 
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Conclusion 
NFV and SDN will introduce dynamic service environments that cannot rely on tra-

ditional service assurance solutions to meet the requirements and expectations 

around the QoE of today and tomorrow's operators. Operators, in particular, must 

be more proactive in selecting solutions that empower their NFV and SDN vision to 

deliver the end-to-end, comprehensive network service visibility and data correla-

tion required to lower support costs and deliver on customers' SLAs. 

NFV and SDN both promise hardware vendor independence, improved operational 

efficiency, standardized and open interfaces and the dynamic chaining of network 

functions to create new services. Both require centralized orchestration and man-

agement. NFV's initial focus is on the virtualization of individual network functions, 

while SDN's focus is on stitching together network topologies in a "programmable" 

way. There is no doubt in operators' minds that QoE will be the critical factor in mak-

ing NFV and SDN initiatives successful and helping to realize their dream of a pro-

grammable network. 

As indicated by Heavy Reading's research, operators are aware that their legacy 

service assurance systems will need to be updated in order to handle the virtualized 

network world that NFV and SDN initiatives will unleash. Service providers must turn 

to a unified service assurance platform that will enable them to handle the scale 

and unpredictability of VNF workloads, dynamic service delivery based on service 

chaining, multi-domains of hybrid cloud models and the virtual components of an 

SDN network. 

The complexity of virtualized services, together with the demand of service quality 

and strict SLAs of business customers, is forcing service providers to treat service as-

surance as a strategic arsenal, rather than an afterthought. Future-proof solutions 

from InfoVista will help service provider to realize their NFV and SDN vision, and will 

be designed to meet operators' QoE requirement in tomorrow's hybrid service world. 


